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(54) ELECTRONIC DATA PROTECTION SYSTEM 
(57)Abstract: 

PURPOSE: To execute only software which is stored in 
a regular medium and permitted by giving the medium a 
medium characteristic number and giving the medium 
characteristic number the permission for the execution of 
the software, 

CONSTITUTION: This system is provided with the 
medium 1 stored with ciphered electronic data 14, the 
medium characteristic number 12 characteristic to the 
medium, and permission information 13. On a 
permission side, a medium characteristic key based 
upon the medium characteristic number 12 is generated 
and the electronic data deciphering key for the ciphered 
electronic data 14 which are permitted with said medium 
characteristic key is ciphered and written as the 

permission information 13 on the medium 1. On a user side, the medium characteristic key is 
generated according to the medium characteristic. number 12 read out of the medium 1, the 
read permission information 13 is deciphered with the medium characteristic key to generated 
the electronic data deciphering key, and the ciphered electronic data 14 are deciphered with 



the electronic data deciphering key to obtain the original electronic data. 
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(54) [|gBJO*»] m'fitr-i'^WL^A 



(57) 

m^m^^iX-oxmyi-'^Aytcm^itm^ity'—? 1 




1 

l^^^^bLfcBt^jb«^^^br-^ (14) . ^tmm^ 

(D-M<Dmi^m^m-^ (12) isxxfffvmm (13) 

^mm-r^mi^ (1) sr^tt, 

rF^fflij-ercojift: (1) (D-M(omi^m^^^- (12) 

fF^-rSBf-^fbm^^Lx-^ (14) 
^Si^Bt-§-{liUT±fB^«**: (1) tcfF^1f# (13) t 

(12) ^ht\cmi^m^m^±i^L. ^nmi^m^m 
KX'oxm^ii.Aytmm^m (13) ^m^LX7c<Dm 

J;oTtt;^JA^m-^fl^«T-^l:y=■-^ (14) 

^^fb7=■-^ (14) mcmt£^m^ity'-'^m-^t:M 

^'nm^itLxv^mmn (13) tLxmi^ (d (c;^ 
mmix^<Dmw (d t^^&ift^^ixfci^^ifa (13) 

«^ L/C i t ® t-r?>m^mm 1 «*5 j; u^^ 2 m 
[»*«4] rF^{iijT'±iErFmf# (13) (D^^^m 

{cfE«Lfc±iEw^if# (13) ^mmn^mm/mH 

^^^kx-^ (14) ^«^1-5J;5(c*^Lfcr<!;%# 
[lt*«6] iEBf-^^bm^^ftx-i? (14) <i:LT. 

tit*«7] (1) tLx. ^m^T^^'^h 



(2) ^Pip 5-2 5 78 1 6 

2 

(0 0 0 1 1 

[0 0 0 2] yy :y^Tn.~m&=}\c:=i\^~t^mMiXh 

[0 0 0 3] */c, ffi¥co«^-wilsws^A.(^yiiis$ii 
[0 0 0 4] 

yv'^:r.T^%m-t^^'m:f3^bLx. miAKm-ti. 

20 5{-. 3.-if(a;fr(03.-f-'|a;fr#^9 1 ^^V^TfF^^ 
■t?@*#-§-9 1 L-C01J^«^fi#-^ (ft»«iC#4S 

tLfcia*ogB#-^) ^fflv^So yy'h'^iTii. Pt-i- 

^t*#7 2tu-c. =^~^m^m^2 it^h^~'f<Dm 
^m^^i^x.. ro@*Si-cy7 b«^8 2^Bf-^fk 

LXS^rF^1*S7 2^^t^L. y7 h-^^^Tfelftj^ft: 
7 1 ^-1^(4, y7 h!j7aiT^*)jiE«c7 1 

\^^fsh^Mzm^^\:.yyv^^T7 3hf^mmm7 2© 

[0005] 014 HI 1 

Bt-^fby^ h!>:i:T7 3t3j;UJy7 hm^giS 2SrB§-^ 

[0 0 0 6] fF^1f«7 2l4. Rt-^^by^ h'>iT7 3 

40 *a-^LT¥:S:»y7 hij'aiTfc-rsif^t^fco-c, y 
y hm^-ms 2^m^itLrch<DX'-h?)o Bt-§-fky7h 
i5'aiT7 3{4, yy h'^x.T^fiU^i[:Ltch(Dxh^. 
[000 7] ffmmm<r>mmm[m. mmm^^s 1 . 

y7 hm#li8 2t5j;0;Bt^{k[HlgS8 3/ii:';45fc^„ j@ 
liSe#-^) 9 1 ^ t> i: @*<OfiJ3iJeir4fi!ci- 

[0 0 0 8] y7hm-^8 2i4. ^^ity y V ^ :,lt 
50 5» Bt-i-^biHiiissstt. yyyiK^82i:, m&m^ 



3 

figs ncxox±mLti=^—fmto)mmm{cx-oxm 

[0 0 0 91 *fe:. tfff»^(C{i. 

bS-^«l94. ioJ;t;«tt-^lils^ 9 5 jfc if So 3-— r 

[0 0 10] m&m±l^9 2(i. 3.-if@^#-^9 1 ^ 

[0 0 1 U y7 h«^ii9 4(i. Bt-i-^by^ h-^^T 
7 3?rm^L-c¥:i:(oy7 h"i7:nT(cm-^-r5fcsi)»ii 

-efeSo «-^lH)iJS9 5(4. y7 K«^«i9 4^ti:(-s 
y^ h!>:nT*&iW«i{^c7 l*»6>K^WLfclit^jky7 h 

[0 0 12] mc. m^^mm-r^o 

(1) mmmmi<Dm-m\mt. =^-mmm<Dn-o^~ 

if 9 1 t i ic. fiSUHaifilc; 8 1 tf 
^WM'^ 8 3 y 7 8 2 SrBf ^{t; W^lf « 

[0 0 13] (2) ^— !fl4. ( 1 ) T'fF^tf ^ 7 2 

i t^Bf-^fii y 7> :n T 7 3 (D»t JiStifc y 7 b 
:nTi!&iWl«#:7 i^jiAU yyh'>^7^mmi^7i 

9 3 - (7)±^ Ltz^-^m^<Dmmm^ 1 1 1^. !«a 
Lfzyy h'!7:x.Ti^mmi^7 li^hm^^niLfzffmmm 

7 2Sr«-^L, y7 hm-§-|i9 4 5r^i?!c-r5o « 
#|HlJS9.5;4Sr(D4figbfcy7 ha-^9 4S:ti:l-. 

y7 hr>^r^tt^«fls7 i;5^p>tt^WL/cB&^^ky7 h 

[0014] 

[|g?^/J5)»^Lj;5 t-rSMJH] ±jiLfciai 4»fl|fig 

^> I T (OH W## Srffl V V ^ 5 „ 
[0 0 15] tf3S^<D@W#-§-?rfflV^/c4i^lctt. fF^ 

tttj:^. :i<Di{W.mXLA-mnx^f£<fj:^fcib. IE 



(3) !|#H¥5-2 5 7 8 1 6 

4 

[0 0 16] itc. ^^pIt6?^.C^^-K'>^TW|a*#-^ 
^ffl V ^fc^^(c«, /N- K 3. T g i t/H-^^ <!; (D 

[0 0 17] *Bia{4> cti.e>w^^a^»*i-sfcje). 

[0 0 18] 

^m^^-To BIl^ci3^^-t. mi^nt. m^itLtcm-^ 
^tm^fbT'-^ 1 4. 

^1 2ti^t^^mmwLi 3^^m-r^i,(oxh^. 
[0019] mmm^i}^2 1 . 3 1 (4, mwm^^-B- 1 

20 (4. KI$fiSiJIISCj;oT«-5^'fHx-i5'«:§it2 2^^llt-i- 
'(^:•r?>t)C0T'fo?)„ 

[0 0 2 0] m-i-3 2(4. mi^mmm\^^^x¥^m^n 

1 3%«-^L-C«i^{l:x-^5'a-^ii3 3^4fiK-t-5t<^ 

■efcSo a^3 4(4. m^{bx-^«-^ii3 stcio-c 

[0 0 2 1] 

30 -^14 Sr»#5iA/-e*5#. I^^«ijt:«ii^/5ic 2 1 ;4S 

9§^-it2 3i>^<Dmi^m^mi^i.^xm^i\:7'- 
^m^2 2^m^-i\:u ^(om^-itvtcy'—f'irmi^ 
1 icf^mmWii 3 1 Lxm'^^. ^mmxmmm±st^ 
3 1 f>mw 1 i^hm^'i2^Aytmi^m^m^ i2ht\cm 

sg^3i^fc™^f#l 3^m-i-bT7cw«i^{tx-^a 

^ 3 3 ^^tfig «^.3 4 ;45 - <om^^'^^:x-^S'a-§^ 

3 3 ic J;o■r^^j^^fcBf-^^^:«^•^h;x-^ i 4 ^m^- 

[ 0 0 2 2 ] 1 oroiSfr 1 (-:*&^-r5B&-§-{b«^- 
fbx-i? 1 4«icM/j:S«-T-{tx-^ffi^il2 2Srm 

<Dm^it7'^'^m^-m2 2co?i.>kmi^m^micx^.x^ 
ti^ti^u^itv. fpistf « 1 3 1 Lxmw 1 {-*&*^ u 
mmmx^<Dmw- 1 {c^m^ntzVfmmm 1 3 izmmir 

[0 0 2 3] iffijt|aW(^-E«^«<*:|l*#-^ 1 2. 

50 ^mmmxm^mx.^'^mfmmxm^T^^tti. 0 \z u-r 



5 

[00 2 4] ^fc. w^mm*-h^m^i!rLxffmmmi 

[0 0 2 51 ^tc. 96^-im^it7'—f 1 4 t LT, tf 

fflSrwrtg-t-rsr t;sst?#5t*fc, mi^n^^m^ti 

x\^^^m^itv'~'^(Dmm^'S!mtL. m(om^nMm 

[0 0 2 6] 

m<Dm!^i3xnmi'p^tm\mm-r?>o ^^x\ mix 
nmLtcM^ity'-^nmtLx. iiwmic^m-t^y 

[0 0 2 7] El 2 (i. :^mm(D 1 mmmmi^mi:^i-, 

mmmizwm-r^yy h <:7a^T^i^m-r^m#-xh'o. 

[ 0 0 2 8 ] 1 2 {4. y7 h^>:cT*&i&^|« 

fc. OS t\^^}£\>mi?m7L^^mfmx^ibm^Th/yy 

[00 2 9] m-mwn i 3 (4. fpfgiiijTSSftfflfiiJic yyh 
<>zcT<DV^m^^x.^mmxh'ox. :ir-e(4. st-f-fb 

[0 0 3 0] Bt^-fbyy n^iT 1 5i4. yyh^j'^iT 
^9U^itvith<DX'h?> msi^hmsi^m^xn^-r 
i>) „ rF^{iijwff^«iif4. mmm^^2 y^h^ 

[00 3 1] mmtlSL2 1 14, y 7 h ">iT*&S«j|i<^^ 
1 1 i)^ bSc^a Lfc:aE#:@*## 1 2 «r 1 1 icjiKf^cjasU 

^jb2 3{4. tegiJii4^2 UcJ;o-c5fefig$nfcj«**:fi 

suiiiiioT, yy y^^2 4^m^it-r^h<Dxh 



(4) !|#M¥5-2 5 7 8 1 6 
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fls 1 1 {iffF^tf # 1 3 t LX^m-t^o 

[0 0 3.2] ^mm<D9^wmiat. m%m^i^3 1 . « 

-i-3 2. y7h«^il3 5. «^3 4/ii'*g^ttSo IB 
%m±^ 3 H4, y 7 b I T*&ij!Aji«w 1 1 i,^ e>9E^tH 

Lfc^flc@;frs^ 1 2 ^ 1 1 {mi^mmmi:±fik-t^ t 

[0 0 3 3] m^3 2l4. iBSiJ|i^^3 KCioT^fig 

10 ^nfzmi^mwm\^xio. yyh'>^T^mmi^iiA^ 

f>»E^WLfcrF^jfai 3Sr«-^L, yyhm^3 5 
[0 0 3 4] m-i-3 4(4, y 7 h«^lg3 5 ioT. 

y7 h>>:nT*&i&^jSi<*:i it^bm^iHLtcm^ityy h 
(Dxhi> ms^m^xn^-r?)) o r<^4fi6Lfc¥i: 

©yy b'>:rT*^fT-r^>„ 

[0 0 3 5] «T1112cD«^*D<tt>-K){t?rlB^S)i:p;MIC|ft 

e^i-5o 0 314. *«?^oy7 ^!?IT*&^ft^(^7P- 
mi3i:. yyh^^rmfimi^-i nc^mirm(Dy 
[0 0 3 6] mstcfcv^T. si(4. yy h'i'airsrf^ 

[0 0 3 7] S3J4. yyV'>:^T\z.nm^\'i, Bt-i-Si 
War-y/Hct&^ft-rSo :iti(4. si-ef^^Lfcyy 

30 hiJ'cn.Tcoyy Ne':'^T:^ir> S 2-ef^fifeLfcBt-^lii: 

^Jxi^igsoyy h!>aiTBg-^iil=ax-y>4(;r 

[0 0 3 8] S4{4. fg^Lfcy^ b>?:rT{c:mLfc 

y^ h'>:nTBt^|lo©'9WL^tT5„ r^^^4. yyh 
I T^i^i«#:(-*&i^l- 5 y y h ^ 7* 5 y 

-y/v4^>f>5ji9(±i-ro 

[00 3 9] S5(4. S4T-ffil9WLfcyy h'>:j:TBg 

{tfifeLfcyy K!>n:T^i:y7 h'>^T*<^(^5*>yy 

^^, ig:^©J:5fcy7h!>:iiTi&i:Bt^'fkyy h!>aiT 
*^*{t^i)c-t5o r©i^(7)Bt^{4. DES/iir'Srffl 

[0 0 4 0] S6J4. p<-*{S!JK)*&ijsftjK«ciciit^{kyy 

50 ^ityy h^:r.Ti:m*)ttiL. v^^it^mt^-r^o 
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[0 04 1] S7it. m^ityy h'>:'^7im^i2,^. 

[0 0 4 2] ;il±fCj;oT. yy h^x.T^i'^I^LX 

V^^T^mmi^i |gi4f4, ^iiiqwy 10 

[0 04 31 m4(D (a) it, y y Vt7 :i^7 (0^^<Dm 

^tu v&^itm\cx^x«§^n:Lxm^<tyyh<>z.^ 

J; 5 iC, D E S (Data Encryption Standerd) ^ffi V'So 
r. WD E S tt, If htee?r^ 9 jS Bgf^^tT 

5o 20 
[0 0 4 41 04 CD (b) (i. Bf-^^bCOlt^%*-ro Bt 
-i-ftii, DES(Cj:tL{i, |1|;^<7)J; 5{C6 4 b i tCOf 

6 4 b i tcDfc-?/ b^J^4fifei-5„ 

[0 0 4 51 lasfi, :^^m<r>^^ityy \-t;:r.7<D^ 
^m^^-t. lII5^cio^^T. y7 h-^^iTBt-i-it^six 

-y/U4fi. II13T'IS51iLfciJ;9(c. l^iigL-fcy^h'? 
T'-y/i'-efo-So rray^ h^j'iTBt^ftWa-r-y/v so 

4{C{4, y7 h e':iiT355Bt-§-{b§ilTI/>'5wi^«-r 
"ENC" *##Lfcy7 h(>::cTiSi:, ^tl^ix6 4 
^y y<Dm^i:^7{cLX^miri,, 

[0 0 4 6] siTmi'^irmm-t^. 

(1) y7 h';7aiTfeii!AJK^*w{c*&iNi)L±5 t-r^¥Jt 

y7 h>>:^T(COV>-t, y7 hl^a.TBS-i-ii'ffSx-T', 
/I' 4 P, y 7 h !> :ii TBt-§«Sr^ t) ttJ-To 
[0 0 4 71 (2) lif-§-{kIll*§4 l;)5ig$ttfcy7 h 
l^^TBS^iCtoT. ^Xyy V^:s.T^V^^ift 
5o Bt-f-fttt. 0iJx.{^04WDESS^fflV^TBt=§-{t;■r 40 
5, 

(3) Bf-^ft:UfcBf^^t;y7 h'j'aiT^yy h[>3iT 

^«ft^«ft:ri {Cia^Bt-^iky^ h !>:iiT 1 5 t LT*&*ft 

•rs. ^iti/STJi^^iT-fc^Tcosizxy^ K'?=Ttcov> 

/cut -^fb y 7 h ^> ^ T lri*^¥i-tv«. 0clsli^Jl|^;O^ t> C » 
{!^# LTtBf-f-fk y 7 h ai T 4rlt t) tti L-C y 7 h l> 3. T, 
^ft^lSfti i(c*S*ft-rixiiJ:v\ *fc. ^<4^a^»-^i 
2(1. |!E«ELfcJ;5{-y7 he^^TlSilftjK^^i i(c|a* 
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*ftLfciit-i-«iH:. iit-§-{kroT/u=ry XA(c*r^«l#^^ 

[0 0 4 81 a±f-J;oi:, ¥:S:y7 h^>3^T{cov> 
y7 h'>3iTiit#«'fa7^-^/v4*^f)^^i-5y 

oTBt-^fby^ h>?aiT*f^^L. y7 h'J'iT^&ift^iK 
#:il(c^*rt-r5o 

[0 0 4 91 laeji, *iieqrofF«its»±^7D-^ 

(Duf-i-^b L/cfF^if « 1 3 L. yyv^zr. 
mwi \ \^^m-r^yn~^^-vx'h^o 

[0 0 5 01 ll■6(c*5v^-r> Slid. if^LJ; 5 t-t- 
^yy V^:^7^^Xti-ti>. s 1 2«. «-§-Si«=Sx 

-:/vv'5j;t9. y7 hm-^^scp w-r„ ^tt(±: ia7 

[0 0 5 11 s 1 3». ^ttfls@*■#-^<o^'?^iiL.^^T 
7^mmw \ inm^ifm^^^^m^i^-t. s 1 4(i. 

(c. y7 h-^/aiT^&^j^^i i:;i^f,»g^^mLfcy:s:(^i« 

fls:@*#-§-i 2{cov>T. w>mm\^i.^xv^^\t\.tzM 

[0 0 5 21 S 1 5«. *X#:<BSiJit(-J;o-C. y7h« 
[00531 S16 tl, SI 5X^^ L^fcBt-f-fb LfcfF 

ioT. B|f-^^t;y7 h'i'^.T 1 5**&*^L;fcy7 

r*&#jjK<*i i;)^«b^f*^B*#-^i 2^m^mv^xmw 
mmm^^f^\^. yy vm.%m\^-:>\<^x^<om¥^m%m 
x^^\t\^. m^itx^tzv^mmmi z^±i^\^xyv^ 
:^7^mmwi i(c*&tt-r5„ ^^^{cJ;^). m^-ityy 
V^^Ti 5*3j;t;B|f:§-{bUfcrF^lf«i ^^yyyfp 

[0 0 5 41 mi %w^<n>mm'^n.(r>'^^mm^ 
7i^-to ia7tciav^-r. y7 h'^iT^-^n'tax— yvw 
5it. m^ity y \''>:^7 15 ^m^LX^X(oyy v 
^ :^7\z''S.^-rim^-BWs:yy h«-^iiSf. y^ n>. 

^Ta-^«wax-y/w 5 (cfi, . m 5 -eiJiB^ Lfc y 7 h 
i TBf ^fii^ax-y^/i'4 1 R«w«-iii^Srfe«fti- 

2)„ Bf•^^t:^^^•c^^?)r "enc" 

«r#-I^Lfcy7 n^3.TiSt, i^^ixnyy v^^T 
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[005 5] ( 1 ) ffm^n^mmmi,^m^-r^m 

m6<DS 1 4#W,) „ 

[0 0 5 6] (2) Ig^gLip i-fSy^ h"? 

5 *^?>ffit ?) a LTBf -^-ftHISS 2 3 1 iZA^ L. |«#:<BSiJ 
HT'Sff-^^bL. m^fF^lf S 1 3 ^^^-rSo iWfFIg 
1f«l 3.(4. ENCtV>5Bt-^^kLfcg^*-ritSiJ^5: 

T\z u yyh ^:y^T^mmw 1 1 Kmm^m i s t l 

[0 0 5 7] l^±[Cj;oT. VFmmtt. VyV^:yLT^ 

^m^m^itLxyyv<>:i^T^mmwi nzfFmmn 

13 t LT^»-r5„ 

[0 0 5 8] UlStt, ;$:^Bjoy>' h>?aiTa#<?37n 
hSrS^-f-o ffiffi{B!j;6SMIALfcy7 h-i/ 

[0 0 5 9] Elsiciot^T. s 2 1 (4, yy h-^iTco 

llfT^^4rS(t5J5„ S2 2f4. yy h'^o^Tt&frtli^*: 

[0 0 6 0] S2 3(4. mi^m%m<D^^^no..^n 

(4. ;&fiincE«LfcJ;5SC. S 2 2 T-y 7 h '>3.Tt&^ 

S!.^-T/W=i'y XA(cJ;i9. ia^flsH**-^-! 2*»PjBt^{b 
[0061] S24(4, S23 T'*^ Lfc^i^iBSiJH 

-e, yyh^:r. r^mmi^ 1 1 *^ hm^ta Ltz^m^m 
i3 5ra^L. yy hm^-m^^^-t^, -mt. 

KmmLfc <fc 5 (C. S 2 3 T-Bt-^^b L/cM^*cj@SiJ«T\ 

Bt-^jtT'fc5fF»«#i 3Sr«-^^t:LT¥:twyy 

^li3 5^*fig1-5„ 

[0 0 6 2] S2 5{4. y7 h!>a;T*&^iK#:i l:^^?^ 
Bt^^Cy^ h-J-oiTl 5(^^;^»^5ii?A?rtf 5o S2 6(4. 

yyhm^-mx\ S2 5X'm?^^Aytm^ityy ht7:r. 

(4, ;&ftiJ(c|e«Lfcj;9(c, Blf^KcwBf-^lby 7 h 

T15^Co^^T. S 2 4t?4figLfcy7 hm-^Si3 5T 

[0 0 6 3] S2 7I4. yy h^^rmn-r^o iik±ic 



(6) i|#M¥5-2 5 7 8 1 6 
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^m&mi^i$. t . r omwrnwrn^ hticyyh^:^ 

yyvm^-ms 5^^^L. ^(Dyyhm^m3 5\zx 
oT. yyh'>:^T^m!^»iii^ibmmLfcm^it 
yyyt>=.r\ 5^m^i^x¥:Sc<Dyy h'>:^T^^^ 

[0 0 6 4] 13 9(4. *^?g<^y°ni/7i^c7)*-a-oaftB^ 

^(DUie^iit?fc5„ SI 9© (a) f4. ^f^cm^ia^* 

■To 

[0 0 6 5] 09© (a) {C*5V^T. ^m^f^^^G 

2<Dyy h^:,iT^mmi^i ncMit^-ri>h(DX'h'o. 
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